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M GinnieMae

This Quick Reference Card is for users who are installing their RSA SecurIlD Soft Token on their mobile device. We
recommend installing with the QR code. If you are unable to install using a QR code, please begin with the Installing

from Token File section at the end of this QRC.

1. On your mobile device, install the RSA SecurlD
Software Token (SecurlD app) from the App Store or
Google Play Store.

Note: To ensure you are downloading the correct app, please
confirm that the app icon matches the screenshot.

2. Open the app once it has been successfully installed.
You will be prompted to scan a QR code to download
the token.

Using a separate device, retrieve the email from
ginniemaedesk@deloitte.com with the subject line New
Ginnie Mae Soft Token containing your QR code .jpg
file.

Open the QR code file. Scan the QR code with your
mobile device.

Retrieve the temporary password in the email from
dinniemaedesk@deloitte.com with the subject line
Additional Soft Token Information Required for
Setup.

6. Enter the temporary password in the SecurlD app.
Select Submit.
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7. The SecurlD app will import the Username-Software
Token file and prompt you for a PIN; DO NOT ENTER
A PIN. Follow the steps on How to Complete SecurlD
Soft Token Authentication.

HOW TO COMPLETE SECURID SOFT TOKEN
AUTHENTICATION

1. Type https://token.ginniemae.gov into your web
browser to navigate to the RSA Self-Service Console.
Enter your User ID (email address). Select OK.

Creating a New Password

2. Select Password from the drop-down menu as the
Authentication Method. Select Log On.

3. Enter the temporary password provided in the email
from ginniemaedesk@deloitte.com with the subject line
Additional Soft Token Information Required for
Setup. Select Log On.

4. The system will prompt you to change your password.
Enter the temporary password as your Current
Password.

5. Create a new password and enter it in New Password
and Confirm New Password field. Select OK. You will
see a confirmation on your screen once your password
is changed.

o 3 securlD ar

scadmin

Submit

% SecurlD SELF-SERVICE CONSOLE

@ Home

Welcome to the RSA Self-Service Cansole where you can perform token mainten:

Log On

Log on with your corperate credentials to request new tokens and
manage existing tokens.

UserID [rsa.testerl@ginniemae. clog o

Forgat your user ID? Contact your administrator.

Do you need an account?
R

equest an account

% SecurlD SECURE LOGON

@- Log On

User ID: rsa.tester1 @ginniemae.cloud

Authentication Method: e

% SecurlD SECURE LOGON

@- Log On
User 1D: rsa.testerl@ginniemae.cloud
Authentication Method: Password
Password: [ ]

% SecurlD SECURE LOGON

.H- Change Password

Your password has expired. You are required to creste a new password.

Change Password
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Note: To view password requirements, select the “What is a
valid password?” link on the screen.

6. You will be directed to the Self-Service Console home °A"'"e“"“‘°"

okens - view SecurlD token demo
screen. Select the Create PIN hyperlink. _— :
Generic Mobile Token View details, test, troubleshoot
Token Senal Number: 000422448
PIN: none Create PIN C\O SecurlD
Mar 30, 2024 8:00:00 PM EDT
Expires On: request replacement

Security Questions - set up

Not configured
Please set up your security questions and answers

7. You will be directed to a new screen to retrieve your 6- | .2 pin Created
dlglt PIN MEMORIZE the NeW PIN You WI" use thls In The system created your new RSA SecurID PIN. Remember this PIN, it will not display again.
Step 11 to authenticate your token.
Your New PIN
3 o New PIN: 408867
8. Select OK to return to the Self-Service Console.
=@

Testing Your Token

9. Inthe S.elf—Service Console, select the test hyperlink to Q SecuniD sirssvce T
authenticate your token.

5 My Account

This page allows you to view user profile and manage your authenticators. Certain edits to
You can also

r account
Use this poge t0 request sukhenticators 80 user Group membership, Snd itw vour regust

My Authenticators
Tokens - yiew SecurlD token dem

Generic Mobile Token sw detaits ftest]troubleshoot
Token Seral Number:

N ug 10, 2022 12:11:29 PM EDT
pIN: . S securlD
Expres on < 8:00:00 P T
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10. You will be directed to the Test Your Token screen. m Test Your Tok
Enter your User ID (email address). o _VOR VAN eean

* Required Field
Test your token

Note: Leave the Web browser open as yOU Comp|ete StepS 11- Run a test authentication with your User ID and token.
12 in the RSA SecurlD Token app.

*
User ID: ‘rsa.testerl@gwnrwemae.clou

Passcode: * ‘

Cancel Test
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11. From your mobile device, open the SecurlD app. Enter

0 S SecurlD +
the PIN that you memorized in Step 7. Select Submit.

This will display an 8-digit passcode.
®

Submit

0 S SecurlD +

Gy 44262142

12. Return to the web browser and enter the 8-digit
Passcode in the Self-Service Console. Select Test to s Test Your Token
authenticate your token.

* Reguired Field
Test your token

Run a test authentication with your User ID and token.

*
User ID: ‘rsaAtesterl@gwnr‘nemae‘c\cu

e Passcode: " I ooooooo o

Cancel
13. You will be directed to a screen in your web browser
indicating that the authentication was successful. If your % SecurlD SELF-SERVICE CONSOLE
authentication was not successful, redo steps 11-15. If
you authentication is still unsuccessful, send an email to % Successful Test Logon
askginniemae@hud.gov with the subject line RSA
SecurlD Authentication Unsuccessful. 3ot abasicnticn it
[ o |
21
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1. On your mobile device, install the RSA SecurlD
Software Token (SecurlD app) from the App Store or
Google Play Store.

Note: To ensure you are downloading the correct app,
please confirm that the app icon matches the screenshot.

2. Open the app once it has been successfully installed.
Disregard the prompt to scan a QR code to download
the token.

3. From the same mobile device, open the email from
ginniemaedesk@deloitte.com with the subject line
New Ginnie Mae Soft Token containing your token
file.

Select the LastName-FirstName (.sdtid) file.

4. Select the Authenticator (SecurlD app) to open the
file. The SecurID app will open and prompt you for a
password.

5. Retrieve the temporary password in the email from
ginniemaedesk@deloitte.com with the subject line
Additional Soft Token Information Required for
Setup.

6. Enter the temporary password in the SecurlD app.
Select Submit.
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7. The SecurlD app will import the Username-Software _
Token file and prompt you for a PIN; DO NOT ENTER seadmin
A PIN. Follow the steps in this QRC on How to
Complete SecurlD Soft Token Authentication.

QUICK REFERENCE CARD: QRC-RSA:2.0
Last Updated 08/29/2022



